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(57) Abstract: A license server providing 
a key for decoding a content allocates a 
leaf of a key management hierarchical tree 
structure to a client, generates a set of node 
keys as a device node key and transmits 
it together with a leaf ID, a client secret 
key, and the like to the client By making 
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structure a summit and making nodes 
below the summit node the related nodes of 
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can generate a validation key block with 
that node as a summit and deliver it to the 
devices below the summit node. Thus, it is 
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• 



WO 02/080446 



PCT/JP02/02955 



7*8 10 9) a\ &iztz. ikfttmtzztifo^m&^i'S., 7^t>^^^itx 
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T£hiH]$u -t©7>f -t^^s^v^ s^x^y*- cd-r ^iB«i-sr. t 
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• 
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*7- yZfS 1 0 1 K*S^Ts '<4© CPU2 1 14, ? y 4 7 > 

h l J: 9T:?1r*££:tt5 3:-e*#$IU T ^ Sr^ttfc i: # „ ^fj/^SlO 
5 2 Kit*, Z^ir^ UT^fc^ ?<<7l/ h 1 K*t LT, 3— *f ID ks*x<?— K, 

Mtwc 7^-tr>-^^^if^^^im^^5}t-rs 0 ±aiuytj; ?ia^ ^7^7 

yhl^P), 121 7 (^^.^ y^S 6 5 ©^It% a-— If ID fc/<*!7 — K, 

id temz^j-t^xigmmm u^-t^xiD) **js«**fr*fct#, ^-r-t 
10 &nn~rz><, 

■t Lt, 7'f-fe^t-^4WCPU2 1(4, ^fy7S103 IC^^T, i§ 
ft£&2 g^bR^t- /<5fcT*-fe*U ID £a?*!7- K^^i"5^- 

V^if— /<4*>b-^ff*Q ; S<^^^^S:JtS<t, toa- «f ID i:/N'^!7— KIcM 

7>fy7 P Sl0 4^*3V^, 7 -fir '<4© CPU 2 1 {4, ISI&lf— 

a>&¥«J)£U 7^ir>*Ott^#i1Fl:$;Jx-CV^*§-£-fc:f4, 7f y7S10 5l: 
it*. *^s^S 1 0 2<7>«iS-Cll'9i2 i ^tL^7'l'-fe>'^m^W^^M/^-r57 

2 8 iz.tzmztix^zvJ-t^xte, fcb^c^^-r-fev^ id, /<— ^3^, 

CPU2 114, ^(07-rir^^icS:mLyc!J-7 ID ^^P-T5„ ££>Ul, 
7*S107 K:fcV>T, CPU 2 1 {4. *-r ^7°S 1 0 5 -Cift#l £*tfc 7 -f ir 
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x. ^ftmmztLx^z&mikmztttotstiZo cpu2i*4 x mmstitzmm 

5 ^r-y/S 10 8(it3V^T^ CPU2 1 {i^-i'ir^^i^— ^(D^^SKci 7 

io ^r^L-c^^-rrv h i \zmm 

*y-yy°S 1 1 0 \ZL^Xy^f± V^f— /-<4 <D CPU 2 l ft, ^f^Sl 
0 9«O^ST% V^^Hf Lfc^-fi?:/;*. (tfl/B^M'K y -7 ID £r£ip) £ % ^ 
T?/^S 1 0 2<D«IST*^<9 ii^tLfc^ — If ID t'<* 9— KlC*fJfoLT, IStt 
2 8 l£fStt£-t!:5 0 $ bUl, J//S 111 ^iSl^T. CPU 2 1 (4, 

15 ^S$r^tT-r^ 0 JMfctfj^fi, CPU2 Hi, iiffigfl 2 9 rt^H^lJ— ^ 5 |c % 

^(7)^.— 9-* id t^^y- K^^i-5^--if^*t-t-?,i$^s^^3K:i-5„ m 

#{f £flX< 5©T\ ^^y^S 1 0 4ii^Xf y^S 1 1 2 {Cif^ 

CPU2lli N ^y-^m^mn-t^o JlfttfHcf^ y^^^x-*)-- /q© CPU 
2 1 te x iSfg^B 2 9 &fflfflLXT?-t* \^X%t^t> y 4 T > Y \ KS*LT. 
25 ty/^f^r i^ft&v^^ y-fe-v^tti^U *&3S$ri&t-T£-£-5 0 
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5 iio^ryysni Jbm^T yy°s 135 o&ste, 17^^75/ 

•^8 13 31:^^, CPU 2 1 te, lAtS^'f-fev^t'li^K, H&rTS 

ID ^SlOiitfo -t Lt, ^T" y~?S 1 3 5 fc*3V*-C* 
CPU2 lit, =>-—fIDb'<*y—Ybbh\^. Ilrt5 7'ft^©7'ft>' 
10 * ID /*4 ^i^{ti-So 

-Kffl^#^ft^U-C< 5 (011W7f^Sl5 3) o trT% ^v-f 
7>M© CPU 2 1 f£> ^-r yy°S 1 3 6 l^S^T, 7 4 i? 4 ri> b 

15 A77§P2 6 £ri&fEL-C, r^^ffi^^^'t'^bef^O^ffl^^^bfct) , fiJf 

<d$ L&^sr^-f-fe >*y—'<4 izmm-tZo z<d% l^^jc^l-c, m^t- 

20 ?y7*S154) o ^^X% ^fy7 1 Sl38 {CioV^T, ^7^7y h 1© 
CPU2 114, 7 '<4j&>e>©ttfli*M**rl&$»U ^f^7Sl3 9 

|gl 1 114, ^±<^ 7^7> h 1 c^-fir :/*H£r^SK*N& LT\ 7><ir^ 
25 — 4**11*7^5 7^ i?^*H^&S£*LT^<5 0 

^fcm-, -yzf S 1 5 1 iCfcV^Ts ^4© CPU 2 1 te, ^ 

7>f7V h 1 a^tfJT'^ir^SrgttS £ , 7f y7*S 1 5 2IC*5V^t, ^7^7 



• 



# 
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yzTS 1 5 3 KfcJ^T. CPU2 lli s 7 "fe OM&r^*£^f -^5 

1 0(^^-r y7°S 1 3 7<7)^lt'$ L&3:*L<5 ^f-^S 1 5 4{CfeV^T. 
-fe 4 <£> CPU 2 l tt N $ Ua**L/tH[ffl*fl:jtStje:i-*7*— ^ft 

£j#u ^fyT's 1 5 4 ^*jv>t, * h 1 1 ^itm-r^o ^^jy 

f T Sft $ tL T l 7 -f ir v * <o m m 0k i* * 5E £r 1" -5 . 

3 V (Broadcast Encryption) # 3: Site S^V^x 7*^ ^i5-<t^ 
0^r-iSfI^5 (#M 2001-352321 ^-<k##R8) . * — HfJPyiJ— « 
15 igt^tK (leaf) (Df'H X(D*c— i£%tI&-tZ> 0 m 1 2 

(Omcom-k, H^O^bf^l 5£T*tf> 1 6^7^-1' *£fcfi 7 -fir # 

20 Kl^LT^KO, KU5> 3Sl©y-KI:*f«Lt*-KOO^SKl 
1 f 4t|ro/- K^ffcLT^— K 0 0 0 75^ — K 1 1 1 tfS x -eH-eft 

^f-KO 0 0 0 7^K 1111^ *;h^;h,*tJ£3;h,"0^3. 

^mmmt ZtlX^Zftlbs Mx.t£, =*-K0 0 10 k*—0 Oil ©±fiO 
25 (i v K0 0 1<t£*L x ^-KO 0 O t^r-KO 0 1 ©i^^-li, K0 0 

k£tix^z> 0 sxymmc ko o ko i <d±hl(d^— « s Kot^ 

ft. KO <t^r-K 1 <£>_t{£<£>=¥-te N KR <!: £ftT^5 0 
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^-KOOll, K0 0 1, KOO, KO, KR £^tf^;* -Cl'Ji^fr 
5 5o 

^Ig^i^-r-Mci&^Tte. El 1 3 K^£;ft<5 J: 5 El 1 2 <£JJjUIl-g<5 
*?n*o l3l3<D^jT-«, 8 + 2 4+3 2a©y^K3J«5'y— «J6i:$^ /i^— 

24IH («16^) ©7^ty^^^t5^^m^o £<bK, ftt>TUUJ 

O 3 2^WPte^«t 9 N 2tf>32J£ (#j4dr#) ©a-— !f (fc 5 VM*;? 7 << T ^ 
hi) Srt^tSr t2JSX-#So ftTS© 3 2g^y - Kl^)St5 y - 7^f> 
yU' — h y — K4"CO^^©#y — Kl£L35l'J&*t"5 # — 3& 5 n DNK (Device Node 
20 Key) U ftT©£> y ID /45 y -37 ID t £}x5 o 

#7^^*-^ 7 *©=*--&> 6 4 (=8+ 2 4+ 3 2) ^ty-KT* 

25 (7^dr — =SrfflV^T&t-*Hb£;h^ EKB (El 1 5 A*5 X tfEl 1 5 B UX^izlii- 

5) F^^iam^n-s. d NKii, EKB^tcfiiag^n-r. u— t^^-^^se 
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KB m 1 5 A&ZXfim 1 5 B) ft\Z&3&ZtlX^&W.j5:<D±{SL(D&m<D*r — & 

X, PSJiyy — #3tO*±ik^f4 % /V"— K=3r — KR 2 3 0 ldSK^^H, J^TO 
<t»W«!^J4y— K*-2 3 O 2iWJt£tL* *Tai:(i N 3 0 

ft±S^»^|gM^g (H) 1 30fiajT?tt, M=8) <DmJ£<DS— KWrn'!) y 
— K2 3 0 4 i: LTSS^^tvSo t g O y ^ K©^* 7 =f 
y Cf/^ ^15^/— K£ mM&<D l o©y- KSrK/££ LTM + l& 

tfy-^sns,, 

^J^fi'Hl l 4^Ml©ioo;- K2305 tcfi^x^y [y^r y *-r^ 
LT^^tiS. y — K2 3 o 5JeAT^ s y ^ y y ^ <D%T=r 

6^<h£s-e£5 o HI i 4 0^j-c-fi, #-7=fy [y ^- y 3,^3 /-K230 
5©21T©;-K(:, ^*Mr^ 55/ * Lfcv^M *<D*> 7 =r V leg*- 

£<bfc x -y-^^^^ y Fx$>z>H£.mm&<D;~- K2 3 0 6^t(-> 
tt&Mmm<D* ! r*y ^*n*#*^«ffift*meoy— K2 3 0 7dMR£ 
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£*u zbiztnrmz. $mn±mf&tt£9,ti<o* ! ?= f »iz'&*in& cph 

S] ;-K2 3 0 8 h m&nm /-K2 3 0 9^^^ixt^5o 

5 ht&m&GLs fiSSMSu foz^tei&&-v— t**3M£s§K ftE<^#<£ 

d.^ (EKB) Sr£/£bT&mU njRy-K6JlT©^<-<^te*tUr©**J 

ffl m fcx — * asgEfi^rte £ * 5 . 

uy? (EKB) &»Bfc£j*LT. Xfi^y - KJ^TKft-T 5f/^ * KIEff-T 

#Jx.tf. Ell 2lC^^n5^y-^lit^*5V>-C, loO^^-7°lC^*tl5 4 
O(7)x/<^^0, 1, 2, 3l4y-K^-itt*I©#-K0 0, KO, KR 

^_^^<^^ 0 , l, 2/ 3<D^^t£i-s;L <ta s wfie£#<5o fc£;ttf, * 

25 ilc«*t5>'-K*-K0 0eflEt:3yfvS'*-i:ttKStiitf, *rfcfc 
Hitt^itTtsr^^f/^^o, l. 2, 3©^*l©3^fyy#- 
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-CPt#-ffcL/£.«E n c (KOO, Kcon) * y h [7 — ? LT fo 5 
IB»jK(*:^»#!U"C7 ? -'<'r^O, 1, 2, 3 1'ga^p-rtLtt*, ^ 0 , 1, 2, 

Bf-^-Enc (KOO, Kcon) £r#?V>T =» Vry^ — K con Sr#5 CL <h # s 
5 BTflB£fcS 0 fc*3 % Enc (Ka, Kb) HKbSrKaHio Tll^k Ufcr- 

fc&Bt^ t fcl*3^T, 7^-f * 3(Dffim-TZ>$&K 0011, K 001, K 

»£\ *tl&&, ^*TJ* {?f'<<<*0 t 1, 2, 3<7)^/U-^) S*t 
10 57-^S:^5fcft^ 7*'<>f* 3 *r*>^yAA>6>9JO*i-ifi5>ll*«*>*. 

y— K=*-K0 0 l.KO 0.K0.KR&, *n^*ffc4<*K (t) 0 
0 1.K (t) 00, K (t) O.K (t) RKljE&rU T'UXO, 1, 2\^(0 
Hff^r— 3&SSa $ *> 6 „ rr-C% K (t) a a a f4 x ®Ka a a ©flfcft 

(Generation) t CQHtf^— "Cfc -5 ^ t £r^i~„ 
15 E£r*-wia**&3Iov>-cifti^i-5o <D3E«f»4, 0»J*.tf. Bi5At*t 

*r$Mfc# — :/Py* (E KB : Enabling Key Block) £ l^tfHS y ^ 7 s — 

t&lftbT^^^O, 1, 2tMt5i £K ctoT^ft^ 3x<5 0 W^rtt 
^7P'^ (EKB) 14, Hi 2^$tt««J:5*y y-«3ftSr«fiJi-r5#y 

5fei6<Dlit#^^-lCj:oTfilfie$tL5o ^Kfc^r-^P (EKB) ft, * 

-Ii7*ny^ (KR B : Key Renewal Block) t Pfff*l<5 £ £ f> h 5„ 

El SAI^ttaft+^By^ (EKB) tt, K*—©H*r©#Kfc 

25 HI 1 5 A©0i]t4 N m 1 2 tw^i"^ J) — fgit'f^-r '"W * 0 , 1, 2 ^*3V>"C, 1ft 

hz 0 m i 2a>e>W6*»4J: 9 u:, 7vw*o, x'-w^ira, sE^fy — k*— 
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h b"CK (t) 00, K (t) 0, K (t) R&i&mX-tbV , * 2 li, J£ 

tfy- K#— irLTK (t) 00 1, K (t) 00, K (t) 0, K (t) R& 

mi 5A£DEKBl^$il2)J:M-, E K B JC«^^C^>Bf ^k^ — 
5 HI 1 5 AOftTlfc^Rt^Ht;* — fix Enc (K0010, K (t) 001) "Cfc 
5o rtltex^l'* 2©)foy-7^K0 0 1 OlCfc oTB^^b^tLfcHtfy 
— K^r— K (t) 001ffe5, x'M*2te, et©j^o!)-7^f-KO 0 1 

oiaoti^Bf^^SrSfu H&ry-K^-K (t) ooimrt 

#T?#<5 0 «#-fc.fc9»fc35*ry-K*-K (t) OOlSrfflV^, mi 

10 5AOT^f3 2tl©Stf<^-Enc (K (t) 00 1, K (t) 00) 
*RMBfcfc0, K*— K (t) 0 0$r#5:i:^X-^„ 

^TNM&, HI 1 5 AO±^b 2© gOR£-5Hfc^E n c (K (t) 0 0, K 

(t) o) ^t5ri-e, H&fy-K*— k (t) otfs#£>*i, -tb^rfflv^ 

T, HI 1 5 A<D±/5>b ltlOJtW-E n c (K (t) 0, K (t) R) * 
15 Htf/^— h^— K (t) R^ibtLSo 

;-.k*-ko o onwmir^Mm^^tixioh-r, y-Ko, i*s, 
3E&ry — K**— £: LtM^WIi, K (t) 00, K (t) 0, K (t) Rffc 

5o y- Ko, i ?o<>f*y — K^-i^*wy - k#-ko o o &/bv^ 

X, @ 1 5 AW±^b atBOStf-lb^-E n c (K000, K (t) 00) £r 
20 ir-CMtfy— K=*— K (t) 0 0£r®i*#U t*TNI#U HI 1 5 Atf>_k 

frb 2l£@ (Dll£-*Hfc*— E n c (K (t) 0 0, K (t) 0) &^-5§-T 5 - £ T% 
3E£fy— — K (t) 0^1, il 5A©±^f>l®!BOIItf^-Enc 
' (K (t) 0, K (t) R) mti:^, 3E«f/u-h^-K (t) R&# 

5 0 r©i9(at, t^m^o, l, 2te3E£r tfc=3r-K (t) Rr#5:t 
25 ^-e#-5o 
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Ml 2\Z7frty])-mm<D±GLWi<DS-V*~-K (t) 0,K (t) R<DW%T 

ttsf&X'hv, s — ko Q(D^<D^mt&nfr&mx~tbz>Wi&K\-z, mis 

BOt»-^o^ (EKB) ^V^5:tt% JE£ry— K=¥ — K (t) 0 

o%f^7 o, i, 2 W£*r*-ar fca*-e#5o 
^isy*—*mM-rz>Wi'9i-Kmm~^f&x~hz> 0 ft^tu, m 1 2 ki^m-c^ 

il<7)3f yf^^^f- K (t) c o n^^-c*fc5i:t5o ^<Db%. f^xo, 
1, 2, 3©#S©y- K*-K0 O&MfbfcK (t) 0 0 £fflV^T£rfcft* 
10 ii^jEtf^^^^^^-K (t) conWikUf-?Enc (K (t) O 
O, K (t) con) m 1 5 Bt^TF^^SEKB t t fcfcJBfcSijxSo 

fVW^O, 1, 2ttE KB^^lUttfc^- K ( t ) OOSrffl 

15 v^n£#:fc&8[*§--rfttf, t^^-cc^^^^^^^-K (t) conm:t 

^16Ul, tWCayf^J'^-K (t) c o n ZmZteMMk fC, K 
(t) 0 OSrffi^Tfffdft^acD:^^^*— K (t) con^Bt^ttfcr 
— *Enc (K (t) 00, K (t) con) t „ Bl 1 5 B ti*i"E K B i: SrfE 
20 LT^L^^* 0OM^*t, £<D0tJtt* EKBl' 

.fcSBffHb;* s/ir — v 5 ?*— ^$r = i'T^S'^— K (t) c o n <t L^c^l^fe 5„ 

EKBh g#a*fcfea>Cfc»*lLTV*3 DNK^-gT*Jx*y- K*-K0 0 0 
&/B^T, ±^LfcI^il^iOEKB«ili:J: "9 > y— K^r-K (t) 0 0 & 
25 Sfcfc* t^W^OW:, «^Ufc3E«fy-K#-K (t) 0 0£fflV> 

-C, 3E«f=^^y*-K (t) conmi^ «fc-t*L«H£ffl-*-*fc«>K: 
g^-fc^d^oy -7=Sr — K0 0 0 0 T-Bf^kbT^iiirt-r^o 
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m 1 7 izm%}<t*c — -7* (EKB) ©7t- ^ jx h^J$r7Fi- 0 
6 0 1 fi, fM^B>^ (EKB) <D'<—Vs >*7jk-tffi,m*X~&>Z> v 

7F-rmm*ft^o &Mt*-- <ekb) ^^©7/^^ 

(EKB) (Dv 1 — *$B6 0 e^M^^-r^^O^T-fo'P . 
6 0 4 IS* ^6 0 7<D&g x ^&/tf-f>* 6 0 5 |±Sh& 6 0 8»^I$:W 

10 0iJx.«Hl 6 ^7^i-«fc 5 &H£f£*t7c/- K*-KHi-3#i*#-rt:*— 

?^6 0 7li, x-*£B6 0 6 (c^^n^cBt^k^ixfcy - K**—, U - 

15 ia i x-* 4: LTifetcBl i 5 A-em.WL,tcm$bik*—7v V* (EK 

B) &i£ft-t- Z>m&7F L-CVnS„ r <DB#<D^— 0l8©f-7'/H:*tJ: 

-KTKW^itS. roM^^-^fi, /u— tf>H£r=*— K (t) Rj6S-£* 

20 ©f-^ E n c (K (t) 0, K (t) R) f4 % HI 1 8 ^-TPgJi » V — fC^-T 
&BP 0^*tJEt>i-5„ &HD&<Dy*— Enc (K (t) 00, K (t) 0) 

?ft 1 fcRfcSJxS. (L) * (R) <t LT1S:£:£ 

25 @ 1 8 Of-7*^Ot±S©f-^ E n c (K (t) 0, K (t) R) \Z.%^ 
5<&«P0 tf);£T<£H£@ POO Ktex-*ri*fc5tf>T% L^^=0. ^iza^- 
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^^fi> »57-^Enc (Kxxx, Kyyy) tf*, ^ !J — «3tO if r. 
5 ^5*-f-^Enc (Kxxx, Kyyy) • • • fi. ^MKBt-^fc £ tltc 

Ull 5 A*5<fcT>*m 1 5Btl^Ufc»J:M's Bt^bx — ^^*fjES$^rfcy 

10 0 : E n c (K ( t ) 0, K ( t ) R) 

00:Enc (K (t) 00, K (t) 0) 
000:Enc (K ((t) 000, K (t) 00) 

|l7HIot, EKB7^' — -y htCOV^T^b f£ffcf!E~f~2> 0 g£ 
(Signature) 6 0 8 tt. ^b-ffc^-^u * (E KB) &$gff Lfc0iJa:tf»W 
20 3-fcr>* (7-Y-fe^^^— ^4) „ nyf^o^^ ( = ^t 1 l^y If— 3 ) % 
ftftttfcH m&m?rir?>n.*m&X'3bZ> 0 EKB£§:i®Lfcx/< 

-C^tt, ^£!$IIK«fcoTjEM$/«e^$><ffc*- (EKB) »fT#*«»S U 
fc*T3Mfc* — -/p 5/ * (EKB) T»*>«itSr»»-r5. 

1 9 1£7f£*l3 «fc o t^5c 
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<h 1 1>^ N 7 'fir ^4^b^ V h 1 C7 -< -fe 

*LS„ =» l/T^y\±, nyryy^r-Kc {^i>9 x (Enc (Kc, 

Content) ) . =« yf >y Kc H\ yu— h KR(EKB rt> b# bH5 
5 fcot, 11 5 K:fctt5=¥ — KEKBcl-*rJ&-^5)T*P£-i-<ft£n (Enc (KR, 

Kc) ) , EKBi^tiCs ^^ik£titz.^^^l/y\Z.tfmZfrX? y^T^Y 1 

HI 1 9 <Z>W-:fctt5 EKB »£f±* 0iJx.fcf, 13 2 0 iZTjkZfrZ, X 0 \Z S DNK ~Q 
m^mtesl'— h=¥-KR^^^t^-cv^-5 (Enc (DNK, KR) ) 0 tot, ? 
10 7^7yMlt If- t^^-^tC^ttS DNK *mm IT, EKB^fc/U— 
h^r-KR Sr#-5^i:^X-#S 0 £<bK> ^- V =*-KR fcffl^T, Enc (KR, 
Kc) /^fe^T^y^-Kc zm%-tZ,^t&X-%, 3yTy7^f-Kc^rfflV^ 
Enc (Kc, Content) A^ayfy^SrlftSr t^ft 5„ 
r<Dcfc5{-> ^7-f7yb UCDNK ^r^SU^fiJt) irtci 9, il2, 

15 MW-IS] 1 5 A*S«fct/|§l 1 5 B&&mL>Xm.W LfcflfO^oT, m*(D? =7 4 
T ^ h 1 <DV ^ (revoke) ^pTtMl-^5 0 

i ^:^-c N if— vf^x— * t ?j-t>*<Dttifcttrt&?Tt>1riZ>z. t left 9 , y 
25 ^^ic^^-cta. ia i 3*&mLXs$LWi,rz£ *f ^uy-Ki:?^ 



# 
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m2i«. £<E>iw«$:3f ltv^, tVw*d 1 zi^T-^y 

^Lfca^i'y 2&IB«-r5££tfS"T?#<5. -<Z>4&£\ * D 1 ft, = V 

10 S 0 #fcftDNK«:3JD3T5i:€\ ^EtC^J "9 S X e>jftTV<>5 DNK 

HI l 3 »£*5**5 » 0»J*.fi, Tffl0O3 2Plio#HWioio|:, HI 
2 2^^^^5 7^irv^*7 1 =i , yii7-r-tr>^^^=fy2>SrfiJ'9^-C5wt 

HI 2 2<7>^JlC*5VNTIi > #ij^f^> 9-f -fc^**^:*!* 1 v>tX©^t^ 

20 ^'yi{Cfi. ID 1 T*fc3 => ^y-^y 1 t = ^<r-yy 2 £r*ff££ii:, 

■Zti*:th=*-— if 1 75^3-— if 3 tciB^^ixTV^o ^-fe^x^T^y 2te x 7 

ID 2 ^^Ox^ 3, =»^7^^^4, joit^^ 5 as-g-^tK 

^n^H^-— if 1 t3.-if 3^ftt*$^TV^S 0 

25 DNK Sr. X -< T fc^i&fflfci&trO-Cttfc < , ^-fc^:*-!*— 

tSrtt?, ^-if^i-S^-O^^pItg^v'^xASrll^.-rSi^^-C'tSo 
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*X y^S 16 1 K*5V^ N ^7^7yM ©CPU2 1 (iiiff SP2 9 Srfrjfl? 

OCPU2 Hi, ^fj/^Sl65 (CioV^T, ilif U2 9 fTA^^tlSf- 
5 -t**x-*^#£^f 1~5 ^ S 1 6 6fc*5V^T, iHf£B2 9£t>LT^-~ tf 

^7'f7yH©CPU2 111 ^T5'7'S162 td:fc5^T, iiff Sfl 2 9 
■fmn<VAjJ*iB:-f* yt — &&*t7*tS1t&. KftifSrlftfls-f- 
fcA^-rs t> s i 6 3 k:*3v n t* y^r^ n©cpu2iit 

— tfffif«*, ®m$P2 9Sri)-lt7'fty7twU(:^flt5, 

7^ty^t-^4©CPU2 lit 7>f j/^S 1 6 7(CJ3V^, iiff #B 2 9 

20 ^Mfii. ^7-<7yMO»i' / i!TO© /,; 7, 7^-t?>*iJ-—^<Z>-2;|lfl&. 
^t/#^P«iOiiE0^»^^ kibX-y—\?Xy*—f t Lt4^L, S l 6 9 ^*3V^ 
Xmm U2 9 ^Lt^7^7yhi:^^^fct-^7-^Sri*fft5t* 
U: N K7^^3 0$r$iJ^b-C3.— rm#«ry ~7 ID ir*ff&#^T^- Y*f 4 * 

25 ^7^7yH©CPU21li, 7.f7^S16 4{C*JV>T, iiif SB 2 9 
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10 Z.(Dtclsb, _ti£Lfc<fc 5 if (^7'f7>'H) fgJE^i: LT<£>7 

-fe 4 i: . -ttt^»Jt£:i-*^BB«<oaEW» 

(certificates) ^E^T$H-5 0 *3--iFWU -ta>fB*««rJflV<>-C, S£ 
(signature) SrflsfifcU ^yry^HfttL-C, n >-r ^> OKIE $ 
(integrity) £{£11 U yf £>afe§EB£Jt £EI 5 ~ t ^T*# 5 Q 

15 r (D^-g-^feS^^Jl-ov^T, 121 2 4©7n- ^-f— h &#H8 LT i&BJi-6 0 

ftfcOK:, ^s^S 17 1 ICfcV^r, ^7^7yM© CPU 2 1 f* % ii{fg& 
2 9 ^7>L-CA71$tL5 CD ©S4f-^^f2if-^ <t LTBtO&tfo 
20 y~fS 1 7 2 ICioV^Ts CPU 2 1 (± N S'T'S 1 7 1 £>#!;g|-effit 9 

—~*—9\±. 3t'^h03t°-fHfil (CCD l^jxh©MJ# 

(Trigger) K J: 0 «J* 5* *U = >f *s"y<D*f—9 0^^*ftii*^XV^5. 
CPU2 1fi, V* — 9—' ?r~-?frtfim£fttz.m'&'izte, xTyZfS 1 7 3 t£ii 

L^V^^-a-l'(i, ^fy7*S 1 7 3 O^aii^^ s^Stt*. 
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^f^/S 1 7 4iI*3V^T, CPU2lte, => ^x^^{cMJ^LTf2«i 

ir^ID, 7-r-fe^^^^#-f-Sfc«)^T^ir^5fe5r^-r URL, 
^-7-^t^ttitV>fc3lf-fflffl[« (CCD ir, hy# (Trigger) K«fc 

7ryysi75 Kit^K CPU 2 1 fi, ^S17 4©«iiT^ 
f J/^S67) „ 

10 ^T7yS17 6t\ CPU2 1tt % «F#-ft«#*BS 2 4 ^^J^L, nVx^^ 

^fy^S17 7 IC^V^T, CPU 2 1 tt, 77^7^-7 y h leg 
15 icgEft^^So 

CPU2 1fi. 3yfy , 7?r3'-f'^l3i2 5«L, #Jx.tf, ATRAC 3 2j 5£ 
2 4 <fc <9 £ e> fcuf-JHt; $ *L5„ 

WI'^LTv^. fl£-*Hb£:ft-cv^ = y'r^y (E (At3) ) ^btttti^ttfc 

— * — ^ — * (WM) 30* , ^^r^Wft (^V?) KfE^tlTV^-So 
0 2 6 |± % =1 ^T^yfcfEft&fletelMM-S*^© 7 7^f^7*- 7- y 
•JSMBfc«lrit&* LTV^„ rwWw&V^te. ^V-r^^ID (CID) , 
25 ir>*ID (LID) , URL, *S «fc »7 * — * (WM) Sr^tf ^ «y 

^^ttTV^ftil, EKB, a^r-^y^f— Kc KR T*Bt^L7tx~ 

* (Enc (KR, Kc) ) , gE^* (Cert) , ^ y ^Kg<5#£j*£ *tfcx *?9 A* 
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m& (Sig (Header) ) % =» =» yf^y*- Kc t?flf*flsLfc7 f — ^ 

(Enc (Kc, Content) ) N tfy*— * (Meta Data) *5 «t t>*^ — ^ (Mark)^ 

10 -^^ov>T«, S3 2^#iLTMt5. 

lift, ^0B«rtf#^iCfc*5ltSBBEJa (CA : Certificate Authority) 

15 f^fijc^n*. rosBwi;::^-?:^ ^-fe^*-?— '<4 (^fcfi^^^^y-^— 
/^3) jj^ ni^ tSor^0B«t>3Btf-rsw-e. 3-— a—If 

mwm<Dm<zhmm. mwmmm&<o id k id *fctty-7 id) . 

v > -c $ *l fc x - * t* 5 o 
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/- KID &tz\*V — 7 ID fi. #Jx.tf. S 1 2<Dm<DW&. f/M^OT'fe 

axtf r o o o o j £ £ ft, * i -efttf r o o o i j £ £ ft> ?'<<< * i 5 
T'fcfttf rmij i:£ft5 0 r<^«t 5 * id Kg-^-c, t©f/^^ 

5 4 7- A T-fcSOri^i&B'J^ftSo 

10 *fc, 7 7^1^7*- h£|3 2 6&:i;^£ft5<fc?i~*$J5)c-r5-<tT% 

SDMI (Secure Digital Music Initiative) *$SSK:il#r?-5»'a-U::fcV^T s =» 

>- 7- v y ^ motto * f s-r 6 r. £ a« w as t ft z> . 

£ <bK, fllxtf, HI 2 8 K^£ft5<t 0 s^^y^SBfta^Sr^bTSI 
15 ifcSttfcfc UTfc, -y'9—*v Y 2&tf-LTffitfc£ftf::£ Utt, EUS^J&S 
J: «9 , SDMI (Secure Digital Music Initiative) Wfi&h \^X<DWrfe<D PD 
(Portable Device) ^x. y ? T V h Ltc <9 ^ t ifi ^1&b 

H]2 9C7D- ^ — ? 74T> h 1 ^fdl^^ 7^ T> 

h (M^.fix PD) C*tLt3yfy7S:fi<^7 «7 b-*- 3 fciov^ 

20 -ctttMi-*. 

x?y7s i 9 iteasvvt, CPU 2 i*i, nyfyycf^^^f 
£fl*{+ta$ftT^ So ^*/i'§£a*f<tan£ft-CV>3 <t*im£ 

ftfc»£\ 7f->/Sl 9 2lcii^ CPU 2 ltt, IEl?fl#£ttJttJU ^.H^ 

(^^-fe /<4) (D^mmx'^m-r^^m^mm-^o 

25 7V Mil 7 -< /<4a»b7'C1r^t- ^4<D^#^*fJC&i-5-^ 
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m^xm^r-i-zzk&X'ZZo cpu2 U4, mw9<D* 

z ntc^ vi/^mt . fv* /^m* l-c# bnt^ v it t *&Mt 

^v^r/S 1 9 3tfcV^X, CPU 2 1 ti x mWWfc&Wi £ tlX 

sep^#^ ekb xmm-tzmim&mft-fZo £.<z>tfeiB&«w\ mmm^^ 

10 t^5i;~^ID (13 2 7) ^S<5VNT, EKB £fc£*5 ^ kfrXZZfr&fr&m^ 
Z>Z i: KJ: «mfc>ft£ = ^©^UCo^t, HI3 0 i HI 3 1 ^#iXTUi§et5 0 
HI 3 0 KTFZftZ, X 0 K s #Jx.«;> y-7^K100lW5f^ 

ft-r-* (m^-it*—) kfs&m-tz ekb^ (y-7) ^sa^ 

15 £th& 0 (D EKB fi, HI 3 OUlfc it 5 x^-f ^ TioOlj & ]) tf— ? -t Zfr 
ftfC, 3r— KR,K 1 ,K 1 0,K 1 0 0 St^HtTS EKB t froTV^ 0 

y — fif'^a TioOlj ^©^t©y — 7fi, H$r£*LfcA—- h=¥— 
K (t) R r ir^T*#5 0 J — K=¥-K 0 ©T#Kig/«£ 5 

20 Bfr-^fc*— Enc (KO, K (t) R) ^K0iaottft5^K% H 
ff/u— h^-K (t) RSrSi#-rsr 5. 

y-Ki i£(T©!)-7it 5E#r£;ft/~cv N &w ~- k^f-*— k i i £fflv> 

T, Enc (KU, K (t) 1) *y-b**-Kl 1 fc«fc otatti - <t T\ 
jEHry-K^r-K (t) 1 W#t5it!i5T-#5 0 S £>K. Enc (K (t) 1, 
25 K (t) R) £/-K=¥-K (t) liaotatt5^i:T\ 3E8r/u-h*- 

k (t) R^Mtsr kfr-^mtteZo y-K+-Kioi«y-7Ho 

V^-Cfc, ra*fc3l*r^- H=*-K (t) R«rStf*i-Sw4:a*Bn|g-CS!>5 0 
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££>k, y ft—? £ix-cv>#^y i o o o ?rft5f/^ ^ no 

0 OJ ft, IBOU — — K 10 0 OT-Enc (K 1000, K (t) 10 

0) ^fLT, J — K=¥ — K (t) loo^ttsr^st'l, rax&ffli^ 
T^K, ±fSoy- K U M&rA— h=*-K (t) R^^-f 

5 5:ii5fn o 

rn^Lt, y ^Hfcr^-^ * rioou 
Jbomffy- k=^-k (t) 100$:, EKB&siiick 9 ifc#T-t#v^-c, B 
m. M#r/i— h^-K (t) R^Mt5:^5-e#/,cv\ 

10 ji5f-^ tfyzm-TZ EKB 5^t^tw<4 a^Elt^ax, 

•er-e, #^7^7>Mt ^tf>*^&fi]/HL-c. ekb fem&m&n o r t 

15 #J;U;£, in 3 r i o o i j <^ id (y — y id) -c*£>5 r 1 o o 1 j 

r i j r o j roj r 1 j <da \? y y t LTteSU IJbfity ha^NM&s 

20 ID T 1 0 0 1 J W§_btet*5/ i T-fc6A>?j. 03 0(D/l'-f^~KR^f) 
J&fflfciti*. EKB OftSUtf)**' (#f0©^) tt, 0 : {0, 0} T'fct), 

#5ot\ /- K^r-K 1 \ctck K>m< r i*5-c#s 0 

y- K^r — K 1 <DTitL(DS- KtCiitfo ID flOOlj <Z> 2#Btf>fc* 
25 y M40 X-fe-5A^&(RiJ^jttfo #-*§-l<^*^te> — K*— K0tf>T$: 

tfy*. Sf2©^m5„ r^^^fi, 03 1 lZ7Tk£tiZ>£ o K % 2 : {0, 
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$ ID flOOlj ©3SI©t'2/ hfiOffct), feffilfciitfo 

§\ K10©Tt©7-?<Z)ti^t^^ (#^3^^iT) fi, 3 : {0, 
5 0} "C*>«3 N mmZ7*~-?&G-tZ>i><Dtm7!E£inZ>o ZZX\ / 
- K*-K1 0 O^fc r£tfs-c#5 0 

ID rioon ©tTtt^yHii"?*!), *«^iitf. #^-4© 

y — K^r— K 1 1 3 tOT'fc «9 , K10 0OT^f-^©^f 

^fit* ft 5©^n'fc5o ro^^fi, 5 : {0, 1} -C-£>5„ S£ 

io oXs ^{Rijtc{i N 9 s — *as#£ufc^r.£k:fcs 0 ^<Dm^k. y — K rioo 

1J KttfciT&tfttfcV^ fcfcfci? , ID Tiooij ^x^^te, EKB <£ 

rtt^StbT N Mxtf, !) 1 0 0 0 t5f/^ ^ ID li, ri 

15 0 0 0J Ai^L-tcm^trnm^, EKBfh(D^^\^m<S< EKBii^ 

m*fto K r i o o oj Cfci:* 9 #< r td«-c#« Q «ox, id r i 

0 0 0J ©f/^ IE^^^<-<^Xfc5 £¥UJ££*L3„ 

IH2 9(c:MoX, CPU2 Hi, 5/ 1 9 4 <D^|iE*{ia^S^# , tEBJI 

\) ^ ^ftTV^ftV^^^&^'T- y ^ S 1 9 5T?*IJj£U BEM»*S U # — 

20 ? znx^tz^m&ia-i. xryzrs 1 9 6 \zm&-, y'^^/^m^^mmm^ 

-fft^*>, H 2 7 ^7F$ft5 «fc 5 JC % fEPJ#Kf± s fEBJ!»*lJffl# 
flsj*#) O^M«*S-&*tt-C*SU, £<E>4*BI«*r/BV^ I3 2 6t^£ft5^& 
(Sig (Header) ) #J&lIE£ft5 0 Z<D&mm&m^X , f^^^ 

25 ^ Sig (Header) tt# kftfcx-* HI 2 6 Uitf 

£ft£ Header y i^a B8&&jgJB LTSt^ Sftfc^ y SrittSf^S 
1K% Ppg-as-gcLTV^f^ Header riSafc®£ftTW«ev^<!: Sr«lt5r 
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<t#T-#5o I^CMLt, Scb**tntf, Header te&®£;h,-C^ 5 

*7-y7S 1 9 7^ioV^-C, CPU 2 1 fi> Header asafcffi£;ft,T^ -5 fr^fr 
*r*J£U &®£;h-TV>frtt*U;£, ^7" y^S 1 9 8Kit^, 
5 £&IiEi-3o ^fy/Sl 9 9llfc^t, CPU2 1tt, — ^ — 

mX$>ZWi&^rt^ ^fj/^S 2 0 0\zm*. CPU 2 Hi, J-^ytTVY* 

10 *x*:/S 1 9 lK&^T, /ism&frft&^teit^ kWJ££tltcm&. * 

T y/S 1 9 3Ui*3V>T, IE91*riS&® £*lTV^ t¥ij^£;n,rti§-a\ ^-y-f 
S 1 9 5 KioV^ |EBJ#$r EKB T-&tiE-r5 ^ «b &a>o it t ¥U3t £ titc 

25 trogf, -s^^nrt^^^^^fi, a<o£ otemmx'&m ztitc t \,x 
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^^^^^.t^^T-^-yyt, iM#tf>m£M-fc5fc£K ^^x^^^^^o^ 

MtL&s M 3 2 fc^$H5 £ o ^-^fco ID 

id) % mwts^^ tt)aiiWfl, *3«tt^=f-m^^ia^$tt5o 
mmm???!*. mm, mfe<Dwmt£v^^^y*\&m^ifet^%7^-t 

25 HI 3 3©7P w f f-F^titt, 3-— l^^ir^SrHv^ofc 



WO 02/080446 T/JP02/02955 

43 

*im£x ^fy^S 2 2 1 KjoV^T, CPU 2 1 12. A73&S2 6*>>£><D;*-lF 
^T5/7'S 2 2 2l:i3V^, CPU2 1«, — If £ A73&B 2 6 It 

r.©353fctca*J5L-C» IS] 3 4©7n~ ^--V— b£#RSLTt&5zli-f -5 J: 5 t-> 7 

(H3 4CXr-y7'S 2 4 2) 0 ^rt\ ^ry7"S 2 2 3C*3V^, ^7^7 
y H© CPU 2 1 It, 4 *»b Sr*ltUlS - 

*L*!±J;«2 7KW73U I/T^ftS. 

CPU2 ltt, 7fj/7 p S 2 2 4Ct5V^T, A73SP 2 6 £>A*> K^^V^T N 
7f->7*S 2 2 5HI^ — '<4 tCT^^il^l^'StoaSr^tT 

S244) 0 ^rr-C, ^7^^8 2 2 6 {^joV^ ^7^7y H© CPU 2 1 
f±, /<4*»6»©-v- 7fj/7°S 2 2 7t*5V^, 

*K I^Slbiifc7'f t^lcWJStS = ^ Lt, 1213 2(^7?: 

£ *x s <t 5 * Bff m m 7 7 # ft ie m $ tt - ^ a* = v x ^ y k. n j& u x ia m £ ti 

*fcix r^>^#, CPU2 1li, VftW.m£ntc r. i: »c 

45©^ xv^/u^fe (0 2 6) t>grrU lfi^fls:^IS^i-So 



• # 
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tlX^^te^^ tmfe£ftftM£-, X7 L y/S 2 2 8Cl^ CPU2 1« X «t^£ 
HtcttM&TTfrVte^Z. t &7-f ± 4 ^ji^p-TSo 

^ CO i 5^^7-1' TV h 1 (^^St-^f-J^ U"C, /•< 4 tt. El 3 4 

-r^^*>. ft^Ks 2 4 1 ^*3v>-c> '<4<z> cpu 

3 3©^f >yyS 2 2 2) , ^ *L&g:ttI& 0 , 2 4 2CfcVT, *t 

-erT% ^T^7'S 2 4 3Hi3V^, y'fty^fw^O CPU2 1 14, ^ 
15 £Lfcti£\ ^r<>/S 2 4 4{'I^ ^tL^-fir^^HV^S 

LT, * 7-fT> h l r.co J: 5 ^ LtHf £*Lfc-v-^ ft. ±iEL 

yti^^x ^ 7-r r v h 1 cDiatt$u2 8 (-fcv^-c, i^^sM£SB«£ 

(|3 3©7fyyS 2 2 7) o 
20 ^fy7 P S 2 4 3(lfcVX, V h 1 ^bT^ii^P^ 5 ^f £*T,TW«£V> 

<t¥lJ3££;iXfci§'£\ yT'S 2 4 4<^S{i*3r yT^ftSo t~&*?^> Z<D 

El 3 5(2, ^fj'7 , S 2 4 4(:*3VX > 7^ty^t-/U^b^ 7^7V h 

IDs mmfey?? (Own) % ^t>*^y-7 id tm^myy^^. 
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(LeaflD.Own) \Z J; 9 N ^ — ^ ftT V> 5„ 

r<7>^— ;m x Hfoi- fntftfen^ LT<D#-W£&&1> 

•rsrtfis ^/w-t'v^t^F^^^o ii^> mx<om^ 
i5 ktf-zfmtttZo 

l^LTio<M^fe5 0 £©EW»<&a»8!fSlfcoV>-Cs 03 6 km 3 7©7 
20 D-ft-l>^#ibt^t?) 0 

*493lc, E13 6©7n-ft- hSr^RaUT. (^/u-t 0 V^ 
©tEWfcoa^&aJteoV^-CtftWi-S. y^y^S 2 6 1 K*Sl> 
Tx ? 7-4 T>* h 1 (D CPU 2 1 fi N ^ /U— fl/Jf <D&& k c? tt #&3s <b L"C<D 

25 yT'S 2 6 2 (wit^ N CPU 2 If*, a — -ftDXJlW 2 6 d> £>tf> A 

^)(dS^V>T, n^y^y-^— '<3KT9*X U *X y^S 2 6 3 K*S^T, 
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mS 7 ©7D-ft- h LT, |2|3 eo^'fTVb l<Z>IiEBjm 

10 7^7y M ^b^m^ttT^fcmEP^S^^m-rs ^f^S 2 7 2^:i5^^ 

j^-lo^s^ ^^—•^n^.t $fiz>m$smz.'ttt>fcz>„ totem, 

15 in 3 8\z.7jk£tiz,mx°n. ?/\s—zfi (Dmmmt l-c, be pti»c 1 17511c 1 
4^^^tL-cv^o r^xb<DiEP^#c 1 1 Tbmc 1 4 mw\ M/s-rs^witK 

pii 75 lg Kpu tf-a $■ frX V > 5 0 

IWUHK, i//u-7°2 0iiEP^§i: LT, mWWC 2 1 75^ C 2 3 ^li^tfc 

19 . rtvbfi*)-^i-5^M«iKP2i75MKP23}65-^*tii:v^ 0 

fe#JK, ^.-r .y'T'S 2 8 1 (;i:fcv^ nyry5't-^3©CPU2 ill IE 
USB 2 8KiE«£*LTV^!iE91*0 5^ *©^-^KJIH-*8EW*&tftlE-r 

25 ztemzmn-tZo 

sc^*i5y-7 id ks^-c, ?y*mm\~>x ekb sr/ci'sr i:-efT^ 
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^fy/S 2 8 2ICJo^-Cs ayfyyf- ^3 0) CPU 2 1 f4, ^fy7°S 
2 8 l ©tfefiE&a©**** W^<t ^n/iliE^ft&jIIR-f-So L"C\ ^fy/S 
5 2 8 3iC*3V^T, CPU2 114, ^T 1 y 7* S 2 8 2 ©^fei^ $ *l*:#J$S&<Z> 
EW»©#^Wf^=:'^i'y*£«**flS-*"a. ^y^S 2 8 4{^*5^-C, 
CPU2 114, M^.t^tl^)^^-y<D^-m^s^. ^fy7°S 2 8 3(DtolX*Bf 

HI 3 8 tC^$ix5^^--7 P l ^1^f4x BEW*C 1 4*sy JK — * ZtlX 

10 V^ir-rSix ^T77 P S 2 8 3©i&It% F<J;U4, 13 4 0{'7T$^5 i 5^Bt 

15 =1 >-r /^3<DI2I3 9 ^£^3 4 5 &&S^*fJ&LT, =« yr^^W 

^fy^S29 l^fcV^t, ^ 7^f7y h 1<£> CPU2 1 f4> = >^ 
y7t-^3^@3 9 <75*X y :/S 2 8 4 tf>*0;ST*i£jf Lt £ => >^ 

20 = ^T^y&t i t>t-SfS1~5 0 3 yfy7i4, =» ^x^y&Kc K4 •? „ nt-§- 

Bt-§"fb$tVTV^5 (04 0) „ 

r X% ^ ^ S 2 9 2^*3V^T, CPU 2 1 (4, ^fy/S 2 9 10«La 

#ijxf4 x 0 4 0O^]^7F^H5iiE^^C 1 1 K*N£-r5#6£ff»4, ^^HKpii 
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^as^sm, eewsc i2, ci sK^-rs^^vNT^ff^ftSo y 

io tT5 h-*imx*&>z> 0 

£k±(D£o\ZVX^ tffiAKV^— -*\ 3H£i"<5 ICV (Integrity Check 
Value) &m\<^~f^y/i>~-yiktf-zimkteZ>a lO^-^li, /J^I©^^ 

— ^ jg m -f s <z> ft v ^ -c v * -5 o 

(4 SDMI fetbfc/W— /M'g<5V N T?T:b;ft5o 

S4 2i04 3W7D-ft^Hr#iUT, r©<t54^7^7yf 

20 ^■3iy^7'!> b-**S^9^T^h«>»aiCOV»TlftWi"6. y "7° S 

3 0 1H*SV^> ^7-f7yhlWCPU2 1lt fxy^7!> hMt©7^t 
>^(^>^^ "7 hlHl^N 1 SrWWRSo MBlftFi^ El 8 ^ 

7.fy7°S 3 0 2}I^V^-C, CPU2 1ta. ^-31 7* ? F^i©?^ 
25 -fe^^O&^^aiy^T^ h[e]gcN2£r, ^Hi 9 9 -< * £>^c#- 
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^r- yZfS 3 0 3 IC^^T, CPU 2 Hi, y^S 3 O 1 ©fel 
T'tre^-^'btLfc^i y?Tt hlall^N Its ^ry^S 3 0 2 O&S-egg^ £ 
ftfcft*^ y^T* MH*N 2 £&JttfcU 7-*<y?T9 MIH&N 1 &§k*?- 

5 f xy^7^ HHtNl^, HTc^^l yv'Ty' hdl^N 2 XK) 'h £ V £ ¥ij a£ £ 

*tfc*£\ ^f^7*s 3 0 4Ci^ cpu2 in, tt^mcomm t 

^It^ * y ? 7 V hMMb ZtiX^Zy-l-t^x ID KS*J£ LTlEtgcgp 
2 8(0^ y?7$ b V * hfcSBft***. 
10 XT yZfS 3 0 5 {'iol^T, CPU 2 1 XT y 3 0 1 ©felf 

tt^bixfc^w-fe^^©^* y?T$ mhi&n i om*- i fctt-r >^ y ^ > h 

t5, ^T5/7°S 3 0 6 joV^T, CPU 2 1 9 >f "fe z/x<D* s/-fer — v^cg 
<5V>T, ICV^SI^-r5c roiCVto^ttt, HI4 7 75^121 5 1 ^#RS,LT 

15 ^72/^33 0 7 f^*5V>T> CPU 2 1 fi, s f-*-y9 7 bttfkOv 4 

■Z^Xt. XTyZfS 3 0 6<7>^a-C^^$HfcICV^. s^i#<^^^«i^ 
fflV>TBt^bb-C. EKB:fcJ:T>*IIEIE»<h <tt>{-> tB#fld<03£«fcai7J U a fc° 
-$*5„ $ ^fy/S 3 0 8 IC^V^T, CPU 2 1 fi N *x y^SSO 

^7y/S 3 0 3 131*5V>-C, T^y^7^ MfilSfcN 1 tf***:^ y ^ T "7 Hlfil 

^ y ? 7 V btfftfrih,X\,^Z>(DX\ wixfiiLk?-* y?7V h £fr 5 r 
<t^-c#/«CV\ -e^-C, ^T77°S 3 0 9|Iji^ CPU2 1ft x 
25 UtT-f-So -ttefr-h. ^<Dm&. V97y* h ^Stt^ £ ftft^ w t^ttS, 

H4 3©7D-ft-h^#ItT, g]4 2<DT^ y ? 7 V b^Mi^X 
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ftSDKs 7*7- yZfS 3 2 1 fcasv^r. *B3MHd2£g (^-f-tz^&^y^T* 

hts^7^7yM) B#e*©y — sranrrs. r<Dy -par- 
tes $//s 3 0 4m^ n^m<D ? ? ^ r ^ h ^ x y , 

5 fcfc, ^fy/S 3 2 2m^, CPU 2 1 fi % *13MJUJ<E> 9 7 4 T > h 1 J0> 
bwg^tistitc? J ±>x b ICVti^ EKB$5£TfimWWk <bt>(c^ff $tuT# 
r*L«r£frf 3. -Ttefribs :©7^ty^ x ICV, EKB jo <fc tFjUE^ 

•2) o 

10 s/^S 3 2 3 Kl&^T, CPU 2 1 «\ ^fy^S 3 2 2 ©feSt*gf| L 

fc7-fir>-^ N ICV, EKB *3 <fct>*tIEW#£r, flBtett 2 8 KfE« £it5„ 

^±<D«fc 5 l-tt, y-TirV^W^-^ ytTV V te^tftz.? 7 4 T ^ V 1 «\ 

15 -f&*>1b N S^Kl, ^fy^S3 4 ll^tJV^, ^7^f7yM©CPU2 1 
J2, «fc «9 A*Fgfl2 6S:^U-Cfl^sj&S&$ixfc = >7-^ywiCV*S5}|[ 

tZ>* -eUX, ^rj//S 3 4 2HM^T, CPU2 Hi, fEUgP 2 8 KfElt $ 

20 ^fj/7*S 3 4 3 tCfcl^T, CPU 2 1 fdu y/S 3 4 1 ©^St 

«fc»K l^JRJISttfc ICV h ^ry/S 3 4 2©feI(cJ: « 

*z friz icv ti*--&-t zfrGfrteWZ-tZo m&&-%ctz>m&\a^ 7j± 
cpu2ite, ^■f-s^^-r^^^s^-rs^s^ntri-'So 

25 rJlCWLT, ^T5'yS 3 4 3(:tJV>t, 2oO ICVri*— ffeL&V^¥lJ3£: 
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4 5tcit^ s cpu2 ni, x-7—m>mzmft-fz> 0 -r#*?*>, ^-e> 

tJl±©J:?(:LT, fdl©^ v>T T> Mc— B.^x. y ^7!) h Lfc7l'-tr 
5 - h^#B§UTlftWi-5 e 

ft^tc ^ryys3 6 nifc^-c, cpu2 ni, ^^m<omm. (r^-t^ 
cpu 2 1 f* x ^ry7"s3 6 i -e&*t£*t/c^ 5/ ^-r y^©7^-fey^^, 

£<0*IJJ£W\ 13 4 2 (D^^yZfS 3 0 8 £>&ig-efElt £ *Lfc ICV, !7 3r- % 

fcit^-fi?:/* ID {£g-^TtTfc>*t5„ XryT'S 3 6 1 T-&# 

6 3K*5^T, CPU 2 1 fi % M©ii©7'fty7,, EKB J: tfmE^S^ 

ir^*, EKBfcctU'raS^N'JI^^^-rS (@46^r^S 3 8 3) „ 
20 ^7 7/S 3 6 4lC*SV^T, CPU 2 1 tt, — J3 ^ y T !7 h Lfzv^±> 

^ryT'S 3 6 5 KtiV^ CPU2 114, m^W<D%imM&<D y << ir £ 

25 ir>*tfS#£L/«£V^£-f;:ki:, ^t 1 y:/S 3 6 6 Kii^K CPU2 1&, *S3M!UJ 
©^fi^fx y;5"f >*t£M$SS.h Lt©fx >^7^h!J7, h *j 5 fStt £ fi'J 
l^-t-^o micWLT, ^ry^S 3 6 5 fc*iVT. ffl^MRiJ^&gfc:^ jy * 7 
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(D^-zc yf-ll'&girtZSjmVkfr&ZCDX-, ^ry/S 3 6 6 (D^Ml** * y 7 

CPU2U2. ^f^S 3 6 7 f:|^ 317— tim*%ft't 5 0 -f ^ 

10 (^ffit. 3 6 1 (D&mxW&Ztitcy'f'Z^XK&^^XffiMZthrc 

ICV(Dm*&t£Zh(Dtte%X\^^v*JlsX$te\,^klcti;Z> 0 

Wi4 6(i. 1214 ^ — Y\Z.7F$tl%7'( J t^*<D^x.y? 4 I/Mm 

15 8 1{^V>T, ^ 7^7V M © CPU2 1 li, 

(14 5<D-7v— ^ + — h ^^i"^S=lr^fT-r S ^ 7 T V h 1) l:y-7^- 

iggfi, ^fy7"S3 6 l^joV^T. r0y-7^^7>ft^ ID &&#U 

20 ^mE^a^^tr-t-s,, 

^T5/^S3 8 2i:fc^T, ? 7^f T V h 1 <D CPU 2 1 li, *f#MMtf>£«3&» 

f± N ^ry/SSeSO^It^^ty^, EKB fccfctJ^IE^iftDB'JI&Sri?^ L 
25 T<£ 0 flt% r<E3g3fc«:SfiLfc*§'£\ _y7°S 3 8 3 Kit^ x CPU 2 
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^fj/7 P S 3 6 4©i!il{ai3 4 ^ y ^T!7 MeI&N 1 ri*. 1 fcttx* y > 
10 >r^!) x^f • 5^ ^{f ( I CV) 3r£j£LT x -fe^X^^f^ltT, 

v^.(75-r yf^ y • ^^s^m ( i cv) w\ ^jxtf^-r-tr^^^ 

ft^S^ v^ll3f&S:/B^Tft-g£*U ICV=hash (Kiev, LI, L 
15 2, • • • ) {^.to-Cm-^^ttSo K i c vtt I CVifig^-CfeS, L 1 , L 
2 ii7-Y-tr:/*tf>1f #T*& "9 , 7^-t^x<Dm&mm(0* y-fe — ^ISiiE^-f- (M 
AC : Message authentication Code) ^-(jfeffl £ tL-5 0 

D E S Rh ^&S^^£fflV N fcMA C^£E5c#iJ$r|l] 4 7^^i~ 0 |H4 7«H 

20 ^ s/ir-v^Ml, M2, • • MNifS) % £i\ WMW. (IV) <tMl 

^^^2 4- 1 Atct <9#fiii^3®fp-r^ (-eoij^msri it-rz>) 0 

I 1 £DE SflHHfcSfP2 4- 1 BlcA*L, m (£*T\ KUtS) V>TB§-5§- 
ib-TS (tti^SrE 1 i:-f-5) o «5»t-C. E 1 *J <fct>*M 2 2 4 - 2 Afc«fc 

t) #fdlW|giS?P U t<Dmt) I 2 £DE Sfl£-5Hfc£H5 2 4 - 2 B^Atl, #K 1 £ 

LTlE-fHfc&Ji&Jjg-to DE SR£-5Ht£&2 4 -NB b*&KttiT # E NtfM 
s/ir — S*SfiEW# (MAC (Message Authentication Code) ) <t&5 0 
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- _ VlAC '«* I CV^ (: ^ r>ait ^ LT 

^^■fx^ tt(lCV) ^ 

- >ev« 4}l B <W[M , tiW4Mi 

**** (ICV) 4*^afc«n5. 

(e kb) ,,o^^^ 

Kiev 3 fcjfcjj^ 

( t ) „ mTOwtw 
***UTB«- 8 . 048wfi(WK - +J;5(c 
EKB*»« <«*) ti^Ki, h*^ . ^ ' 

r:;; t(K(tioo ' Kit " 

4, 5, 6, 7 - • -ttW-©« fc ^^ By ^ ( EK 
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X&giZthtiS- K=¥-K (t) 0 0£&^-r<5r <btfS-T?#&V^T*x ^^:tCiE 

#<);itfSI<7>il&K<fc >9 D (mm ZtiX^Zt tt> mwn — /©^y 

5 irtj:t>ib. * 0, 1, 2, CM LT©^f §Bii^t^^-^n y 

* (E KB) Sr^ffcL-Ciaff LfctfiJ-CfcSo H 4 9 te*"*-*T3Mb*-:7n 

(EKB) £ N y*m±tiL*t— (Kiev) - K^r- (K ( t ) 0 0) 

XI^-*HfcLfc-r — * E n c (K (t) 00, Kiev) SrgE{f-?-5o 

S4 9o*fla^tt, m^m&fpvxhz. t^m*o, 1, 2« x s 

V^tt^a^J;"?^ J5*ry-K*- (K (t) 0 0) &i&#-t-5o K 
(t) 0 0l:i5«fti 9f L *s'^ffi4Ej«dF— K i c v £&#1-£„ 
HI 1 2 KLTjt-fftfLO^/l'— Zf(D7*s<<< X. 4 , 5, 6 • • • 13, r. OloJ^Oy^— ^ 
(EKB) Sr^fbfci: UXt>. § y -7 y - «rffl^ 
15 T5E«fy— K=¥- (K (t) 0 0) £r^#i-5 £ i: &X*Z &V> 0 ^CU^-i!' 

£r/-K=*r- (K (t) 00) :E^/<et£*U&*ri-<5:r 

r<7) «k 9 fc^-fir^*©^ i^^y •T-x.ytWL (ICV) 2r/B^5::<h 
ia «9 . EKB t^^ity^±^^<D^lE=' fc°-&iJNI&i-£i t^-C#5. MX. 
itm 5 0 A^7F-r«t 7^ty^ L 1 t ^I'ir^^ L 2 <t Z^fofftUD? 4 

25 ±^X*—*W&^ffctl:ft%)4k*-s'vvi? (EKB) 1 1 h fc*MA b ^ 7 s 



# 
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T* (if U ffl "C # 5 r <t ft £ 0 

^T-yV'TJ - J-^ytm. (ICV (LI, L2) ) *1&®\1r Z>m&Lt <5„ 
5 ftfcJ, (ICV (LI, L2) ) te, 7^-t>^LU7-ft^L2tAj/i/ 

^mm^m^x^nzthZyj -ti/^&j i/^yy^^ • ^^^x-fes i c 

V=hash (Kiev, LI, L2) £^ LTV^ 0 @50 B CO^filctCljo V^T > 

< !:7'<i?>'^L2^^<5VNX^^$n^'i'V7 i ^y^^ • fx>^i (I CV 
10 (LI, L2) ) t>m$l£frZ> 0 *fc > 7 2 KfilE^Ul^-l'-t?:/;* 1 

74-£>*L 1 ^S-^-C£ffc£*i,7c>r >7^JJ y-f -^y^M (I 
C V (LI) ) #1£*fi£*L5 0 

^(Dffij$.\Cio^X^ *7*4 71 IzfemZtlti (EKB, 2 } 

^72|u3t°-tfctt5t, ^f^72T% y?m&%rtcK& 
15 ^t5i, ICV (LI, L2) ir^ftl?, ^7^7 2CM^ 

iiW5Ki cv (LI) tmteV, ^-fir^^^efeafc^VNJi^iEft^ t Q — 

dfcric I C Vi:M I C V<£-ffe:fc«JL, -§5:LftVv!i§^{± N f?£&3lffLft^ 

ft So 

m (ICV) SrllF^J&x.^^V:? fofcy*-— \Z.M<5\/^X Zbffitffc t LT 

t> «fcV\, i~ftfc>*) ICV = hash (Kiev, counter+1, LI, L 

25 2, • • • ) IC«koXH-^i-S«^t-rS 0 7J (counter 

+ D i c v©*#Mw*^ k i o-r ^ v * v h ^tt-sffii vxmfe-TZo 

ftjo N ^!7^^ffif4-fe^^Tft^^y (-*&^i-6^t-r^ ^ i^^T-fc^o 
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y4t>*V>y( >*r?y -^^v-Pife (ICV) & 7 4 ir t 

iif^f -fi^i (icv) *7^±>xttem<D*7 i <<T±iLfeto-tz>ffif8. 
y^fii (icv) ^*&ijsfti-s<t 1 cvcomz&z-fr^iEt**-— /^ata 

^T^ti^foO. I C V<^£l4^{fcT&V>:fc^;ft;oSfc5 0 ^?>«#*§-a\ h 

10 (^"JxLfi check-in/check-out, move) C I CVMt^MtfSr ill 

5 1 K^-f „ HI 5 1 "Ottlfc^i&^IMM?^ T^ii^MO^ 
= e—^Jh^cDi: k*LTV>&V^-r 72 20 1 C7^ty^ 1 75 M 7 1' i? :/ 

15 CV) 3--if^e*(^T^ir^-r5r fcOtt^TSixftv^;* h^"»±<Bgc 
T 2 2 0 2 Kftiftu 3.— 1f^J;S^>jE^'f frfy "r ^ 
m (ICV) ©^#tfex.SrBSitbfefl»jT?fcS 0 r©i5 teffif&k IX, #Jx.tfp< 

7^7220 1 LfC7^-Y*3&S, ^7^7220 1 (DW ££0ltT-f Z> RSfc 

F^ytfeSPC, /-qcisv^-c 1 c v^^^i/^^HtTLTIf^^^I 

PDA (Personal Digital Assistants) , 8l?$SlSSx ^ £ "TS 

25 — il^&S&y 7 h ^ZKJ: DUffS-frS^-g^te. ^<Dy7h^i7«rfil 
fete. ^ito/n^TASr^y^h-^tSctT', #m^mtg$rHtTi-S^<t 
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^■bjwju mz-itm,m(D/<— ^t°^.— ptnz^ %y y ?*?%m.%k 

5 1 (7 o y fx * ^ ^r-g-tf) „ 3t^W ^^42 (CD-ROM(Compact Disk - 
Read Only Memory) ,DVD (Digital Versatile Disk)£^tf) , ftM^"? A * ? 
4 3 (MD (Mini-Disk) Sr^tf) , tl<(j:^i^*y 4 4*^i5*5^ 

it-a^fd^^n^, 7-n^^A^|Ei§ : $ttTV>5 ROM 2 2^» N |2H«P 2 

20 yy^cSB«$^^-cv^*w«^47>r•fe^^sr--*^»s»J-r57-f -tv^ id -e&< 

-Y ir>'7Srl^SiJi-5if^T*fe'5 0 =» ^-r ^yjc => >-^<D-=t<D^ ^7 {-Hi 
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20 fttsrims. 



5 



#5„ 
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ft 3fc£>!£ia 

i. ^f^'x^ijistsnb^^p^ (ekb) <Dm^mmiz&t>ti 

5. =^^y^*tLS^Sti{k^-^n jy^ (EKB) om^SfC^t?^ 
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W SBf J ^X^rj/ zfcDWm \z <fc 9 #J 9 £ T b Jxfc. mifE y - 7 ^ h H-flEIS l 

5 6. ^>v-^y\z^^ni>mm^-^^ ?t (ekb) (om^mm^tfifrin 
mtm*) mxbtitcm^mmmy v -w^fctms, mum 1 ©y-K©w 

£ ^ tf ^ t & # 1 1" £ = ^ tT * - * ^ 5 Be ^ & 9 ft -7" o ^ 7 A 75 s $ *l 
15 7. nyfyyt^JnSt^-^o^ (EKB) Official Ktefc>*L 

20 hz>y-?\z, -Mizmv ^xzmv sw^i, 

£• ^ tP r. <t £ 4# ft t -T -5 ^ a ? A . 

25 8. =^Ti/yzmmi-ztc&<D7^*^x&mm^zmn® : mmmx&'ix, 



• m 
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is y - -y mmm & ^ j 4 -tr > * ^ i§{f -t- § itft ^© <t 
<omi<Dj-Y^^iyyco^rm<D^m*m , o^xhf^tz.mmmmmyv 

— ffi&^isrtZ, ifffE^ l <DS — K^TttfcS y — 7©!) — 

25 TV^iB^flc,, 

i" 5 =< ^ fc° ^ - * as H fr *T m tt -7 o ^ 7 A X* $> o X N 
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5 <nw, i <oy- h^z = (Dm-$-Km<D&m&m*) ^xhtLtz.mmm^my y 

12. ^^^^^^ji^-r^tf^^s^sr-fco-c. 

15 ftWny^ (EKB) ^-^tPBt^b^^^^^Srilimi-S^f^i 

13. sv^^^^ti^-rs^tos^fe-cfco-c, 

=r ^-r «: HUSH'S a ^T^yfSfeS'Jtim&^tp^ >^ ^iy^SrSff ~T 5g 

raMMy y -«3ftm*jit*«riE* i ©y- K^Tteicfcs y -^d^mis^ i 

ffc*-:/ns/* (EKB) ^^tfHt^k=i^7 i >'^^i|im-rS^f^7 i 5/7 p i: 
25 14. ^l'^>y*fe^Zffin&W&W.m<D7'uv**7 A-CfcoT. 

=1 > x ^ > &sssbh s = >x x y =» >^ > y fcgfrr -5 s 
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mj£<Dmm<D$g i = ^ ^y (om^mmfo^m^mr) mx btiitm 

ik*-~7u y ? (ekb) *^trm^-ik=^7->'y&mm-tz>mmx'rv7 o k 

1 5. ^^^^y^mmi-^mm^mmmtrm^i-^^^^^-^^mn^m 

io m ^v-ft, 

wrJE<DWgm<Df5 i (Dy — }?\£^>^>y(Dm^teWi<Dftm&p\v%xbtitcm 

te^r-^a^ (EKB) *^$s^\\L ^ ^^1^5 i£{f * 7" 7 1 

16. ^^^^^^m^-rsitfgtos^g-efcoT, 
20 m-rsiEts^t, 

MIB^l K£^— h^-^J&£^fcW#Kfc=*-ycr (EKB) £ 

mwd-^ (ekb) §r mmum^&^zzm £ *lt v> 5 t^m*/- 
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i7. ^^T^y^mti-fzffini&mjj&x-ih^x^ 

m<D&m#m v %r fbtitcmwmmmy v —mmz&tt * mibib i ©y - k©t 

fifctc*>5 7*»bx iffilBSB i o/ 1 - K*t*ic»*5i-5^<-r k*— ©fa 

BfrSE# 1 ©/ — K«r/u— fc»JS&*fc*T8Mb*— (EKB) 5: 

^ if Bt ^Hb =» i^r>y & Etfti" Z> 3 >"r is V *r y "f k > 

mt*-zfxjy? (EKB) ^HfrlBIBIt^J^^^^^^^S^ct OIBti^^J^^ 

t 

15 18. 3yfy7*W^t5lt#«ilifffi<0^n^7At'fcoT, 

«©#»«« 0 ^TbHfcliWSP^®^ 1> -ttiftte*5»**1JirlE3S l ©/ — K©T 
&K£>5 y-7^b, BfrtES* 1 ©y- K£-eK*rjS-f K=¥-©IB 

20 itftfBSB 1 ©/ - KSr/u- h*-fc#Jfc$tf fc*T3Mfc*--:/n (EKB) 5: 
Sb-fk^-^oy^ (EKB) &iWlElBlifW*xy^©&JSK:J: 9 IBtttf s 3i«m £ 

k 
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1 9. nyry^^WMSliWil^HIPt^yfa-^^fTpfi 

ffimmi<Ds — v*/i'—b*—iz.ttj&£&ttmk*r---7v2»/* <ekb) 

mt*-7*y? (ekb) ^m^mm^y^^toimz-z. vt&mmwz 

15 m&M^^T-yzfvtim^z. vm^-ztitc^i/Tisy&mjj-tzmtixTyzf 
t 



WO 02/080446 



m 



^^■RT/JP02/02955 



3/45 

m3 



I 



1 


r 






r 






r 





S1 



T-5 | 



WO 02/080446 



PCT/JP02/02955 



4/45 

4 







1 ► 




No\ 





S21 



Yes 



sit. ^-r-tz>;*iD£ 



i 



S22 



S23 



S24 



S25 



S26 



m 

WO 02/080446 



m 

PCT/JP02/02955 



6/45 

6 



S41 



3 



S42 




No 



Yes 



S44y- 



S46 



S47 



S48 



i — \_ 



I 



T«5 



T5 



T 



S43 



Yes 


I 











S45 



WO 02/080446 v ^^T/JP02/02955 

7/45 



G 



S61 



S62 



URL£SX?§T<5 



I 



I 



S63 | iAT57-f-b>7fl) 



S64 



S65 



I 



I 



S66 



I 



S67 



|Yes 



S68 



• 



WO 02/080446 PCT/JP02/02955 



8/45 

8 



U-"7ID 

m=?mz 



WO 02/080446 



7JP02/02955 



9/45 



c 



"No^ 



3 



9 



Cf^^-p . .. . 



|Yes 



S101 



S102 



< 



♦ , 

assets | 



S103 



S104 



I 



U-"7ID£tt*!DTS 

T 



i 



I 



iBt§T5 



No 

1S105 
1S106 
"IS107 
1S108 
"IS109 
S110 



I 



Jsm 



SI 12 



C 



x>K 



WO 02/080446 



PCT/JP02/02955 



10/45 



10 



a 



S131 
S132 

S133 

S134 

S135 



I 



I 



ZL-tflDdl/^^-h* 



I 



S1361 ttffljfcft4g«TS | 



S137 
S138 
S139 



I 



I 



1 



WO 02/080446 



• 

11/45 



*^Pr/JP02/02955 



11 



L 11/ 



1 0=y^T 




1 


f 










f 







S151 



S152 



S153 



S154 



v 




DNK 



WO 02/080446 



15/45 



015A 



y\*— vaXVersion) t ] 
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